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Activity 1 Worksheet answers: AI in software development
Task 1: Watch the video (https://vimeo.com/1219874369) about AI in the software development industry.
Take notes and write answers to these questions.
1. How can AI tools support code creation?
AI can speed up code creation. It can also help to find misplaced characters that might break an entire script. Often it can suggest improvements for better performance or improved structure. It can enhance the quality of the output. For example, AI is effective at creating the basic structure and design of a website.
2. How can AI tools help with debugging?
AI speeds up debugging as it can check code more quickly and can often correct errors automatically, rather than just pointing them out. It can also look further than the code in a single place. 
3. Why is automated test generation useful?
Automated test generation can create a wide range of scenarios that would take a human a longer time to design and run. AI can run comprehensive tests on a large knowledge base very quickly. However, it’s still important for humans to supervise the test and review the results.
4. Explain one benefit of using AI to help write software.
Speed is the largest benefit; AI can reduce something that may take months to just a day, or even minutes. 
5. Explain the risks of using AI to help write software.
AI-produced output can be generic, like a factory output. Personalisation is important and this requires human input. AI is automated, so it can get things wrong or output solutions that don’t follow best practices.
Task 2: Scenario-based questions. The scenario: A developer uses a public AI tool to create some authentication code. They copy this AI-generated code into a live system without reviewing it. The code stores passwords in plain text.
1. What is the risk in this scenario and how could this be prevented?
	Risks
	Prevention

	· Major security vulnerability
· Data breach risk
· Non-compliance with data protection laws (GDPR and UK Data Protection Act 2018)
· Compromised confidentiality
	· Code review process
· Security testing
· Hashing and salting passwords to prevent against unauthorised access
· Following organisational AI policy
· Peer review before deployment




2. Why might sharing company source code with a public AI tool be problematic?
Sharing proprietary code with a public AI system may expose confidential intellectual property, breach contractual obligations, and violate GDPR and the UK Data Protection Act 2018 if personal data is included.
Task 3: Evaluate the use of AI tools in software development.
Students own answers
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